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Abstract

This report explores two quantum algorithms: Grover’s search algorithm and
Shor’s prime factorisation algorithm. We discuss the motivation, application,
and implementation of these algorithms through a circuit-model simulation of a
quantum computer in Python, using suitable examples to illustrate how these

algorithms work.
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Chapter 1

Introduction

Quantum computation is based upon the theory of quantum mechanics, which
concerns the actions and interactions of subatomic particles. At a microscopic
scale, these particles can not be measured with certainty. Well-known quantities
such as position have little meaning when dealing with such systems.For ex-
ample, Young’s double slit experiment showed the bizarre nature of fundamental
particles, where the mere act of taking an observation is enough to disturb the sys-
tem and drastically change the output. Another example is entanglement where
(oversimplifying) a measurement on one such particle will collapse the state of the
other without needing to observe the second particle. Due to this fundamental
difference in behaviour, quantum systems can be exploited to perform classical
computations at much higher speeds. The difficultly, currently, is the hardware
required to build such a quantum computer. However, the action of a quantum
computer is much simpler to explore [1, 2].

The theory of quantum computation is, to some extent, divorced from the
physical theory of quantum mechanics. One can understand, implement, and
contribute to the field of quantum computation with very little knowledge of
physics at all. The only requirement is a basic understanding of finite vector
spaces over the complex numbers. The simplification to a collection of two-
state systems—the qubit—greatly simplifies the mathematics even further. The
simulations used within this report are based on this, implementing quantum
states and gates as familiar vectors and matrices acting on each other.

In this report, we discuss and simulate two of the more popular quantum
computation algorithms. The first, Grover’s algorithm, is the quantum mechan-
ical analogue of a classical search algorithm, which has the potential to find an
element of an array significantly quicker than a classical computer. The second,
Shor’s algorithm, tackles the ‘factoring problem’: decomposing arbitrarily large
pseudo-prime numbers into a product of two primes. This is a difficult problem
by classical means; this fact alone is the reason why prime factorisation forms the
basis of information encryption. In theory, Shor’s algorithm presents a faster way
to break these types of encryption when used on a quantum system. However, in
reality, no-one has been able to do this effectively with more than a few quantum
bits [3].



Chapter 2

Simulating a Quantum Computer
in Python

2.1 Qubits

2.1.1 Bit and Qubit

The quantum computer use qubits to store and represent data. These are the
quantum counterpart of the traditional ‘bit” used in standard digital computers.
To understand what a qubit is, one must first begin with the idea of bits.

o

1

Figure 2.1: A switch can represent 0 and 1 state.

In digital computers, a bit is a electronic switch which can represent 0 and
1 by its open and closed states (Figure 2.1). Using the characters 0 and 1 to
represent any number, for example:

11010010 = (1 x 27) + (1 x 2%) + (0 x 2°) 4 (1 x 2%)
+ (0 x 2%) + (0 x 2%) + (1 x 2") + (0 x 2%) (2.1)
=210

The strings of bits, known as binary strings, can be used to represent far
more than just numbers by defining special meanings to different bits. By using
the first bit (left most) to represent the sign of a number, can then represent
negative numbers, by slicing the binary string into different sections, represent a
floating-point number (decimal number), and by following some character encod-
ing standard like American Standard Code for Information Interchange (ASCII)
and Unicode, represent text. In a computer, all things such as images, songs, and
movies are binary strings.



Similar to digital computers, a quantum computer stores data using qubits.
The difference is, a classical bit always has a well-defined state, either 0 or 1,
because a switch cannot be both open and closed at the same time. However,
a qubit can represent both 0 and 1 simultaneously and only needs to be well-
defined when making a measurement to extract a result. By representing a qubit
mathematically, using vectors. For qubits that give a certain output of a 0 or a
1, can represent them by two orthogonal 2 x 1 vectors:

0 =(g). m=(1) 22

These combinations can be used to represent vectors that look like

lq0) = (Zi’) - (2.3)

This is called the state vector, which is a linear combination of the vector |0) and
|1), coined ‘superposition’ in quantum mechanics:

|q0) = a0 |0) + a1 [1). (2.4)

2.1.2 Rules of Measurement

A quantum computer stores data in qubits, and we can get results by making
measurements. In quantum computation, the word measurement means to find
the probability of measuring a defined state |z) in the superposition of all quantum
states [1)).

Definition 1 (Probability of Measurement). The probability of measuring state
|z) in the superposition [¢) is given by

p(lz)) = [ (zl) [ (2.5)

where (a| = |a)' = (af a*...a*_,) and

(al) = {; " (2.6)

For a single qubit:
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Because the measurement is extracting the probability of all possible quantum
states, the result must be normalized, which means summing to 1.

(W) = laol* + [an[* = 1. (2.8)
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Figure 2.2: The measurement of a single qubit.
The total probability sums to 1.

2.1.3 The Observer Effect in a Real Quantum Computer

As we know that a qubit must be either 0 or 1 after measurement, if we measure
a qubit and find it in the state |1), then we have a 100% chance of finding it in
the state |1) when we measure again. This means measuring a qubit changes its
state.

|a) = a0 |0) + a1 [1) = |g) = |1). (2.9)

This is known as collapsing the state of the qubit. So, if we keep track of
our qubits at each step of a computation, they would always be in well-defined
states, either |0) or |1), and would be no different from classical bits in digital



computer. In quantum computation, to take advantage of quantum superposition,
measurements are only used when we need to extract a result.

m)) - | m ————— classical bit

qubit M
quantum state quantum state
has collapsed

Figure 2.3: The measurement cause a qubit collapse to a classical bit [4].

2.2 Quantum Entanglement

2.2.1 Representing an n-qubit system

Consider an n-qubit system, which has N = 2" basis states. These basis states
are denoted by |m), which is equivalent to the state |A/) where M is the n-digit
binary representation of the integer m. The state |m), = |M) refers to the mth
basis state of the n-qubit system, which is a tensor product of the single-qubit
basis states [0),[1),...,|N —1).

Example 2. For a 3-qubit system (n = 3),

1
6), = [110) = |1) @ [1) @ |0) = (?) ® ((1)) ® <0> (2.10)
Note here that N =23 =8 m =6 € {0,...8}, and M = 8 (base 2) = 110.

This report uses a mixture of Dirac (bra-ket) notation and matrix/vector
notation. The connection between the two is the tensor product.

Definition 3. The tensor product acts on 2 x 1 qubits in the following way.
Consider a 2-qubit system (n = 2), a,b,c,d € C.

(Z>®(§>_ :8 - :f ' (2.11)

The same method applies to larger arrays. The components of a superposition
of basis states in this vector notation represent the coefficients of each basis state
of the superposition in Dirac notation. For example, for a 2-qubit system, the
state 1) = 210) — |1) + 3|3) is written in vector notation as

S
(o)



|y = N (2.12)

Here, the columns are labelled by the basis states sequentially.

2.2.2 Measuring an n-qubit system

Similarly to measuring a single qubit, measuring an n-qubit system means ex-
tracting the probability of finding each basis state. For example, in the Figure
2.4, the red block was found at block 2, so the result of the measurement is |2).

[ I B ]

0 1 2 3
classical: x=2

quantum: x=[0,0,1,0]

Figure 2.4: The red block at position 2 has a state vector |2).

Because we are still measuring the probability, the rule of normalization holds.
For an n-qubit system, the probability still has to sum to unity.

Wloh = Yl =1 (2.13)

2.3 Quantum Gates

A classical computer uses a combination of logic gates to perform complex calcu-
lations. A logic gate operates on classical bits. For example, the ‘NOT gate’ flips
a bit (0 to 1 and 1 to 0) and the ‘AND gate’ only gives an output of 1 when both
input bits are 1. Similarly, a quantum computer works with quantum gates, and
a quantum gate operates on qubits to change their state. We know that a qubit
and n-qubit systems can be represented by state vectors, so a quantum gate will
operate on a vector and give a new vector. It is not hard to guess that they can
be represented as matrices.

2.3.1 Single-Qubit Gates

A simple example of single-qubit gate is the X -gate: it switches the amplitudes
of |0) and |1) for a qubit.

;5 01

(0 ot

8



X10) = (g (1)) ((1)) _ (g’) — ) (2.15)

Another important quantum gate is called the Hadamard gate (I:Id—gate),
which allows us to create a superposition formed of well-defined states (|0) and

).

Hy = % G _11) (2.16)

1

V2
2.3.2 Single-Qubit Gates on Multi-Qubit System

The single-qubit gates are represented by 2 x 2 matrices so they can acts on 2d
vectors. The simultaneous operation is represented by the Kronecker product
(tensor product) of quantum gates. The action of three Hadamard gates on a

3-qubit system is shown diagrammatically in Figure 2.5 and mathematically in
(2.18).

Hyl0) = —=(10) + 1)) (2.17)

Jo — H —
g1 — H —
g — H —

Figure 2.5: Hg-gates in 3-qubit system [5)].

Hy|0) @ Hy |0) @ Hy|0) = (Hy ® Hy ® Hy) [000) = (2.18)

L
/23
2.4 About our Python Project

As we know, the mechanism of quantum computers is quantum gates acting on
qubits, which can be represented mathematically by matrices acting on state vec-
tors. Therefore, simulating a quantum computer is not too difficult. A quantum
register class was created to initialize and store a state vector. The class also holds
a list of matrices that fits the number of qubits used to perform the simulation.



When performing a simulation, the program will iterate through the list of
matrices and combine them into a final matrix. Considering the size of the state
vector will grow exponentially with the number of qubits, the matrix calculation is
lazy, which means the program will do all of the calculations only when performing
a measurement. This can be helpful when debugging the program.

The measuring method in the quantum register class is used to extract the
probability of the state vector. It activates the matrix calculation and returns
a histogram representing the probability of each quantum state. The class also
holds methods that can generate matrices using different quantum algorithms
fitting the number of qubits.

The matrix calculation was managed by another python script, which was
designed to automatically solve the mathematics acting on different kinds of
matrices (dense, sparse, and lazy). Numpy library was used to hold the mat-
rix data and perform linear algebra calculations. In quantum computing, most
matrices are found to be sparse (a lot of zeros) so a special algorithm for sparse
matrices can help to increase the performance of the program.

2.4.1 Sparse Matrices

Sparse Matrices are implemented using a Compressed Sparse Rows (CSR) format.
This is a popular format along with Compressed Sparse Columns (CSC) because
almost every algebraic operation applied on those data structures runs faster
than other implementations. Nevertheless, there exist some drawbacks with this
implementation such as modifying the entries of the matrix, reshaping the matrix,
or some other 1/O operations related. In those cases, we should consider other
implementations such as Dictionary of Keys (DOK) when creating or modifying
the matrix, and then switch to CSR or CSC to operate with them [6, 7].

1 2 3 4 ]

19 ﬂ 11 ﬂ IR: 1 3 4 4 6
0 43 0 0O

A= Y \ \
U U 0 U JC: 1 3 2 2 4
0 27 0 35

NUM: 19 11 43 27 35

Figure 2.6: CSR representation of matrix A [8].

This data structure consists of three arrays, or linked lists, see Figure 2.6.
The IR array stands for the compressed rows index i.e. if we want to access the
elements on the second row, we take the pointer stored on position two of the
array and the next one, those will be the start and end pointers of the row. Now
we can access the other two arrays with the previous pointers on the JC and NUM
(JC [start: end] and NUM [start: end] if we use Python notation, note that this
returns elements from start to end-1) arrays which store the column and element
in position A[2][jc]. By using this representation, we can skip multiple rows and
therefore calculations when the start pointer is the same as the end pointer.

10
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Figure 2.7: Row-wise multiplication using Sparse Accumulator (SPA).

The algorithm to initialise the data structure from a dense matrix—or from
another types of formats such as DOK-—should consist of an iteration though
all the elements or entries of the matrix or the dictionary by rows and store the
non-zero elements with its column index by just pushing the results at the JC and
NUM vectors. While doing this, we must count how many elements we added to
those arrays for this row and when the row is done, push to IR the cumulative
sum with the elements we counted.

We can clearly tell the memory space that we are saving now. The JC and
NUM vectors are size nnz (non-zero elements) and IR is size m + 1 (m being the
number of rows of the dense matrix representation).

Now that we have introduced our implementation for sparse matrices, we
can talk about the algorithms designed for optimised algebraic operations. This
section will consist of the explanation of operations with vectors, operations with
dense matrices, and operations with other sparse matrices. Will also talk about
some auxiliar and the initialisation algorithms.

A
B fo 0*1=0 |3*1=3 |0*2=2 |3*2=6
nﬂ x) 0|3 — 2%1=2 | 1*1=1 [2*2=4 |2*1=2
4] ¥ [N
0*4=0 |4*3=1
2
4*2=8 |4*1=4

Figure 2.8: Kronecker product of matrices [9].

The algorithm for multiplication of sparse matrices and vectors consists of
the traditional one, traversing the matrix by rows or columns, depending on the
order of multiplication and output a vector. In case of needing to traverse the
sparse matrix by columns, the algorithm transposes the matrix, obtaining a CSC.
For multiplication of sparse matrix and dense matrix we use the same concept as
before, we can see the multiplication process as a multiple vector multiplication.
Nevertheless, for multiplications between two sparse matrices, we implemented a
row-wise multiplication algorithm. This implementation suits perfectly because

11



we only need to iterate through the rows of the matrices so there is no need to
transpose any of them. The algorithm uses an auxiliar data structure called SPA.
In our case, coding with Python, this data structure can be as simple as a Python
list [8].

We can observe on the Figure 2.7 how we use the SPA to accumulate the
partial results of the multiplications and then store that SPA as a new row of
the result. We can exploit the CSR format to access only the i-th rows on the
second matrix, ¢ being the columns of the first matrix row that are occupied by
an element, in other words the column index of non-zero elements.

Time Complexity Space Complexity

mulSPMV O(nnz) + O(transSPM)* O(n)
mulSPMDM O(nnz-n) O(nnz) + O(mA)
mulSPMSPM O(nnzA - nnzB) + O(n) O(mA-mB)

tenSPMM O(mDM - nnz) O(mA-mB)
tenSPMSPM O(nnzA - nnzB) O(nnz)
DM — DOK O(m - n) O(nnz)
CSR — DOK O(nnz) O(nnz)
DOK — CSR O(nnz) + O(sort dictionary) O(m) + O(nnz)
CSR — DM O(nnz) O(m - n)

transSPM O(nnz) + O(n) O(m) + O(nnz)
addSPMSPM O(nnzA) + O(nnzB) O(m) + O(nnz)

Table 2.1: Time and memory complexity for the algorithms mentioned. SPM:
sparse matrix, DM: dense matrix, V: vector, mul: multiplication, ten: tensor
product, trans: transpose, add: addition, and —: format changing.

* Only using ‘transSPM’ depending if we are multiplying the vector on the left
or on the right.

We used this idea and the basic algorithm of the Kronecker product with
matrices to implement the tensor product. The idea for the algorithm is basically
to traverse again the matrices by rows so at the end we construct the final matrix
by rows, not by chunks which would be computing the ‘same color cells’ in Figure
2.8. That is because in doing so, we would have to access multiple times to the
same first matrix row. We exploit the CSR format by efficient row accessing and
we can easily compute the skipped zero values, therefore the new index for the
new value by just a simple offset of the first matrix column and the second one.
For this algorithm we can see the huge amount of space we can save, therefore
execution time for following operations, by using sparse matrices.

Finally, the addition and the algorithms for changing the format of the sparse
matrices are trivial. For the addition we access again in parallel to the rows and
use an auxiliary dictionary to hash all the elements to their respective position
using a key of (row,col) and convert the DOK format generated to a CSR one.

Now that we have discussed all the algorithms implemented and how they
work, we present in Table 2.1 the estimated time and memory complexities for
the algorithms. Notice that some algorithms are subject to other internal python
implementations that we could not find its time and memory complexity [10].

12



Chapter 3

Grover’s algorithm

3.1 Motivation

Grover’s algorithm is a search algorithm, analogous to a classical computer search-
ing for a particular element in a list. For a list consisting of N elements, the clas-
sical method entails acting on each element in turn. For the worst case scenario
in which the element you are looking for is the last one you check, would take
N operations. Using quantum computation and Grover’s algorithm, this can be
reduced to Ov/'N operations.

Definition 4. Grover’s algorithm on an n-qubit system act as the function f
acting on the integers s,z € (0,...N) (N = 2"), where f is given by

f(z) = {1 T (3.1)

0 otherwise

This OV/'N comes from the Principle of Superposition that governs quantum
mechanics. In principle, Grover’s algorithm is checking each of the 2" elements
of a database, for an n-qubit system, to see if it matches a certain query, f(z).
In a classical computer, one must check each element individually. However, in

the quantum domain, if you can evaluate f on either element x or y individually,

then you can also evaluate f on the superposition ”—\E’ to yield the result &ﬁﬂy)

Hence, the number of operations required reduces to Ov N. Further, if there are

M entries of the database that satisfy the query, this reduces to O/ % [11].

Grover’s algorithm can be seen as answering any of the following problems.
It can be used to:

(i) Find a state within a quantum register;
(ii) Determine which state an unknown Oracle is singling out;

(iii) Or, it can do both at the same time.

Since the measurement of quantum states is probabilistic, Grover’s algorithm
achieves this by amplifying the probability of the desired state, say state |s),

13



through repeated application of the Oracle and the Grover Operator. Therefore,
in the final state, after O (\/ N ) iterations, the probability of measuring the state

|s) is dominant. Therefore, yielding the state |s) upon measurement is effectively
guaranteed.

3.2 Application
Grover’s algorithm consists of four main steps:

1. Initialisation
2. Application of the Oracle
3. Application of the Grover Operator

4. Tteration

Step 1: Initialisation

The initial state is always prepared in the same way, using a tensor product of N
Hadamard Operators on the basis state |0), to create an even superposition of
states. By construction, this state has equal probability for each of the N = 2"
basis states. Call this state |1)).

) = B3710), = = 3 1) 32)

In vector notation, |¢)) can be represented as the N x 1 vector

1
1

3.2.1 Step 2: Application of the Oracle

The Oracle acts on the initial state [¢) such that it is left unchanged except for
the coefficient of the state |s) which is made negative. In Dirac notation, the
Oracle is given as

O =1-2|s)(s], (3.4)

where I is the N x N identity matrix. In matrix notation, the Oracle is given
by a matrix that is essentially the identity matrix except for the ss-element (sth
row, sth column) which is equal to —1. For example, for a 3-qubit system with
s = 2, the Oracle is given by

14



Olps = (3.5)

OO =
O = O
o O

In vector notation, the action of the Oracle on the initial state |¢)) results in
the NV x 1 vector given by

Oly) = (3.6)

Vol

where the sth row contains the entry —1.

Presented here is the case in which the state |s) is a pure basis state of the
n-qubit system. However, in general, this will work for any general superposition
of these basis states. In this case, however, the Oracle would not be so simple
to present in matrix notation. Nevertheless, the algorithm would proceed in the
same way.

3.2.2 Step 3: Application of the Grover Operator

The Grover Operator acts on the state O¢) such that the amplitude of the |s)
state is increased while the rest remain equal, thus amplifying the state that we
are wishing to single out. In Dirac notation, the Grover Operator is given by

G =2/v) (| -1, (3.7)

where [¢)) is our initial state given by equation 3.2. In matrix notation, the
Grover Operator is therefore given by

2= ] . 21-n
R 21—n 21—n -1 21—n
G= | SR (3.8)
21—n 21—n 21—n -1

For example, for a 3-qubit system (n = 3),

) —0.75 025 0.25
Glp—s= | 025 —0.75 0.25 |. (3.9)
025 025 —0.75

In vector notation, the action of Grover’s Operator on the state O|w> results
in the N x 1 vector given by

15



GOW) = — [ 22 —2tn 41

where the sth element is amplified Vn since

227n _olmn L1 s o7 1 = 2 5 917 ] true Vn € N.

For example, for a 3-qubit state (n = 3),

—0.2652
GO|v) = | 0.4419
—0.2652
Following this first iteration, the system is in the state given by

GOl) = % (@27 — 2 4 1)) + 3@~ 1))i)|
1#£s8

(3.10)

(3.11)

(3.12)

(3.13)

The probability of measuring a given state |i), i € {0,..., N — 1}, is given

Proof. Claim: if the following statement holds (227" — 217" +1)2 > (21-" —
then state |s) is amplified.

Let n € N. So,

(22—71 _ 21—n + 1)2 > (21—n . 1)2

by the inner product (i) = 7, where ¢? is the coefficient of the state |i) in the
superposition [¢)). Hence, the probability of measuring the state |s) is given by
(227 — 217" 4+ 1)2) as compared to the probability of measuring any other state
|4}, 4 € {0,..., N — 1}, which is given by (27" — 1)%.

1)?,

247 — 2. 237 9. 92T 2. 21T 23T 4] 5> 027 2. 91T 4]

24—2n —9. 23—277, + 9. 22—71 >0
2°.27" >0

27" >0, true Vn € N.

Thus, as the statement holds, the state must be amplified.

3.2.3 Step 4: Iteration

16

The final step in Grover’s algorithm is to repeat steps 2 and 3 i.e. the application
of the Oracle and the Grover Operator O(v/N) times. Doing further repetitions



beyond this will result in the dominance of the probability of state |s) diminishing
again.

3.3 Geometric Interpretation
Both the oracle and the Grover operator act as rotations of the states |v) and
O |¢) in the plane spanned by |s) (the intended state) and |s”) (the state perpen-

dicular to |s)). The action of repeating these rotations is to gradually move our
initial state [1)) closer to the intended state |s), which is demonstrated in Figure

3.1.
s)

~

OGO

w)

Figure 3.1: The geometric interpretation of the oracle, O and the Grover
operator (' acting on a state |1)) with |s) as the state amplified by the oracle. 6
is defined here as the angle between the initial state |¢)) and the target
state |s) [12].

To see this algebraically, note that any arbitrary state |u) can be decomposed
into the basis containing states {|s),|s”)}, such that |u) = a|s) + b|sT). The
action of the oracle on the state |u) is then,

Olu) = a|s™) — b|s). (3.14)

As such, the action of O on an arbitrary state is to take the component of it along
the s direction and reflect it about the remaining component of |u), orthogonal
to |s).

Now, given that an arbitrary vector |v) can be decomposed into the basis con-
taining states {|¢), |¥T)}, such that [v) = c|) +d [2)T), then we can decompose
O|u) in this fashion, such that O|u) = ¢|¢) + d[¢)T). Then, the action of the
Grover operator on state O |u) is given by,

17



GO |u) = clyp) = bv"). (3.15)

Therefore, the action of G on an arbitrary state is to take the component of it
that is orthogonal to |¢)) and reflect it about the |¢) vector.

Together, this results in the original vector |¢)) being reflected about the |sT)
vector (under O) and then reflected about the original vector |¢) (under G),
moving it closer to the intended state |s).

3.4 Limitations

In applying Grover’s algorithm to real-world problems, one begins to see its lim-
itations. Many databases of information are coined explicit, meaning that the
entries correspond to physical objects (such as people or Web pages). These
databases can change and grow at a rapid pace, and so any algorithm searching
through them needs to be scalable with the size of the database. However, since
Grover’s algorithm relies on a superposition of all elements in the database, it is
not scalable in this way.

As a result, Grover’s algorithm is currently restricted to working with implicit
databases, such as in applications of cryptography. However, Grover’s algorithm
is in competition with classical parallel processing methods, which are already
highly successful and efficient. Hence, it is not currently clear whether Grover’s
algorithm gives a sufficient advantage over classical methods [11].

Further, there is the issue of the Oracle. Grover’s algorithm requires an Oracle
to determine what the algorithm is searching for, although this often needs to
be explicitly constructed for each search problem. Due to the nature of quantum
computers, this needs to be implemented in quantum hardware which is not as
simple as classical hardware, which are simply combinations of classical logic
gates. Hence, the increased speed of Grover’s algorithm can be diminished due
to the need to both physically construct the Oracle and for the computer to run
this gate [11].

3.5 Simulation and Results
This section presents the results of our simulation of Grover’s algorithm in Py-

thon. After implementing the Grover and Oracle operators, we can now simulate
how the algorithm would work on a classical computer.

18



Iteration O

0.030 4

0.025 4

0.020

0.015 4

0.010 4

0.005 4

0.000 -
[0} |1} |2} [3) |4) |5) |6} |7) |8} |9) |10)|11)|12}|13}[14)|15)]16)[17)[18}|19)|20}|21}[22)|23)[24)|25)[26)|27)[28)|29}|30}|31)

Figure 3.2: Probabilities of observing any of the states
before applying any operator.

For this simulation we will use 5 qubits, which gives 2° basis states, and
will take |s) = |2) as the target state. So, as discussed in Section 3.2, the
algorithm should amplify the probability of measuring state |2), the analogue to
searching for the number 2 in a list of integers {0, 1,...,25 — 1}. The first step
of the simulation is to create a superposition of all possible states with equal
probability. Figure 3.2 shows the probabilities of measuring each state, all of
which are identical.
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Figure 3.3: Probabilities of observing any of the states, iterations 1 and 3 of the
simulation.

For the next step of the simulation, we will apply the Oracle and Grover oper-
ators 9 times, making it a 10-iteration process. We will measure the probabilities
of observing any of the states at each iteration.

The simulation gives some interesting results; we can see how the probability
of our target state increases through the first 3 iterations and reaches the highest
value at iteration 4, where we can say that we will observe our target state with
probability almost 1 when measuring our system, see Figure 3.3. We can see how
fast the probability of observing the target state increases. Even at iteration 3
we will have a high probability of succeeding at observing the target state over
all other states if we take a measurement.
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Iteration 4
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Figure 3.4: Probabilities of observing any of the states, iteration 4 of the
simulation, optimal measuring time.

After the ‘optimal iteration,” Figure 3.4, the simulation shows how the prob-
ability of our target state starts decreasing, which implies that the probability of
the other states increases. On the following plots we can observe how iteration
5 is like iteration 3. We can see how that gets worse on the following iterations
until iteration 7 where we end up with comparable results obtained in the first
iteration of the simulation, see Figure 3.5.

From these results, we see that our system presents cyclic behaviour after
a certain number of iterations. This is not unexpected when considering that
Grover’s algorithm, geometrically, is simply performing rotations on the state
|1), as discussed in Section 3.3. On the last two iterations of the simulation,
observe how the probability of the target state gets worse up to the point of
getting a lower probability for the target state than the rest of them on iteration
8. On the last iteration observe how the probability of the target state bounces
back to the top but not enough; it is just slightly better than the initial state.

Xk x

After simulating Grover’s algorithm, the expected result is achieved, maxim-
izing the probability of observing the target state in few operations. The optimal
number of operators to be applied to the initial state is reached in iteration 4.
Considering the theoretical magnitude was of O(v/N), this is a decent result. The
simulation results also demonstrate the geometric interpretation of Grover’s al-
gorithm due to the rotations leading to a cyclic nature, as previously mentioned.
Further iterations would achieve equivalent results repeatedly, so the optimal
solution is always the first optimal one, because it is the one obtained with fewer
operators applied to the initial state.
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Iteration 5
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Figure 3.5: Probabilities of observing any of the states, iterations 5 — 7 of the
simulation.
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Iteration 8
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Figure 3.6: Probabilities of observing any of the states, iterations 8 and 9 of the
simulation.
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Chapter 4

Shor’s algorithm

4.1 Motivation

The main form of safeguarding information in the

modern era is to use encryption to allow data to
TIME IT TAKES A HACKER TO BRUTE
Ty nietssrall e sent or kept securely, passwords are one such
example. From figure 4.1, observe the time taken
for a classical computer to cracking encryption in a
brute force manner. The main assumption is that
it is nearly impossible to simply guess factors of

3days 3 weeks
5 months  [IBYEar 3ayears

== | large pseudo-prime numbers, but with help from
Shor’s algorithm that assumption breaks.
2o S | e One form of this encryption is called Rivest-
e —Shamir—Adleman (RSA) encryption which uses a
large pseudo-prime number that can only be de-
Figure 4.1: A slow classical crypted by knowing the factors. On classical com-
brute force method[13] puters, this process takes an astronomically long
time, on the order of super polynomial. However,
on a quantum computer, this is significantly cut to an order of polynomial degree
to factor the product of two primes. Shor’s is a basic algorithm and one major
issue is that the number of required qubits is high compared to more optimised
algorithms—real world quantum computers are only able to factor small numbers
due to current technology limitations. To put it into perspective International
Business Machines Corporation (IBM) in 2001 factored the number fifteen with
seven qubits.

2mins

4.2 Method

The method begins by guessing a solution. One is very unlikely to guess a factor,
but this can be checked using the Euclidean algorithm. Thus, we assume that
our guess and the number to be factorised are coprime. To illustrate this, let us
look at an example. Suppose the number to factorise is N = 156287 and guessing
a factor of ¢ = 127. By the Euclidean algorithm, it is simple to see that 123 is
not a factor, but what if one could turn that guess g into a better guess.
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Theorem 5. For any two pairs of numbers g, N that are coprime 3 p,m such
that g» = mN + 1 which implies two better guesses at factors of N: g% + 1.

Proof. [14] To begin this proof we start with the Carmichael function and ma-
nipulate it in such a way to achieve two possible solutions to the RHS.

g  =mN + 1,
¢’ —1=mN, (difference of two squares) (4.1)
(92 +1)(g* —1) =mN.

Thus, there clearly exists two better guesses at factors of N, ¢2 + 1, and thus
concludes the proof. O

4.2.1 Problems With Shor’s algorithm

There are three main problems with using g% + 1 as a better guess. Firstly, the
algorithm is dealing with integers only, so if p is an odd number g% is probably
not an integer. Thus, a condition is placed on p, such that it must be even.
Secondly one of these new guesses might be a multiple of N, thus the other a
factor of m, and so neither of these guesses are helpful to us. Thirdly the act of
finding p on a classical computer takes as long, if not longer, than to just brute
force the factors of N. This final problem is what a quantum computer is used
solve.

4.2.2 Finding p

By using the results of modular arithmetic, one can now implement a quantum
procedure. First, getting the initial state in the form of (4.1). Then, applying a
quantum Fourier transform to bring the state into Fourier space to then measure
a frequency associated with the state. This gives us the value p and allows one
to break the encryption. Comparatively, a classical computer would have no
feasible way to do these computations in reasonable time, and thus would have
to guess every possible value. On a quantum computer, we can do all of these
calculations simultaneously as a superposition: this is the real advantage of using
such a system.

The first of these manipulations is to take our initial state and raise it to every
power up to N — 1 ie. [0) + 1) +--- = |0,6°) + |1,¢") + ... or more generally
SV n) — SN n, g™) Our next step is to use modular arithmetic to find the
remainders of our new state. For a given n, we have the equation

g"=r (mod N) (4.2)

with different values of r for different values of n. However, due to the periodic
nature of modular arithmetic, there will exist a period in which ¢"*? gives the
same remainder as (4.2), giving us

g"*"=r (mod N). (4.3)
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Applying this to the state yields multiple groups with a spacing of n + p
[n1,m1) + o+ p, 1) + [ng,r2) 4 [ne +pyre) + (4.4)

Measuring the full state at this point will collapse the super position into a state
where only a single value of r is chosen. A special property of quantum com-
putation is that taking a measurement of a super-position that could have come
from multiple elements in that state then the result will itself be a superposition
of just those elements. As this builds off modular arithmetic, the result is known
to all be some multiple of p apart from one another, regardless of the value of r
that was measured. Thus, |n;, ;) + |n; +p, 7)) + . ...

Next, the quantum Fourier transformation takes the state into frequency space
to extract the periodicity of the modified state. We start by defining the quantum
Fourier transformation.

Definition 6 (The Quantum Fourier Transformation). [15]
A version of the Fourier transformation that applies to super-positions is called
the quantum Fourier transformation. It is defined acting on a generic state |x).

=z

-1

=2

- 1 2miny
QFT|r) = S Jy) (4.5)

i1

Il
o

Y

Applying it to our modified state > f|n), where f is the collected manipulations
up to this point, we get

1 2miny A

N e~ [ly). (4.6)

To implement this in Python, an N x N matrix will have to be defined to
take the state vectors to frequency space.

1 1 1 e 1
1 Wil w2 o ol (V-1) )

QFT _ |1 w2l w22 W2 (N-1) W = exp (%) (4.7)
i w(N.—l)-l w(N'—l)-Q o w(N—l.)~(N—1)

Applying the quantum Fourier transformation yields us the sate QETf |y),
to which multiple measurements are taken. These measurements are multiples of
the frequency. By taking many measurment, it is clear there is a common factor
between them, and that is the value p.

Once the value p has been found, the next step is to check that it is an even
integer, and then to calculate the better guesses as defined in (4.1). Lastly, we use
the Euclidean algorithm to check that these improved guesses are indeed factors
of N. If they are not, the algorithm starts over with a new value of g.
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4.3 Simulation in Python

The following is a simulation of Shor’s algorithm using Python with the following
parameters:

e The number to decompose into a product of primes N = 221

e The initial guess g = 12

Step 1: Check that N and ¢g are coprime

Using the Euclidean algorithm, we can show that the Greatest Common Divisor
(GCD) of N =221 and g = 12 is 1, and hence N and g are coprime. Therefore,
we have failed to factorise 221 with our initial guess, and so continue with Shor’s
algorithm.

Step 2: Initialisation

Next, we create an initial state that is an even superposition of all 221 basis
states using a modified Hadamard tensor product, the original version of which
was used to initialise for Grover’s algorithm. Here, we simply multiply to remove
the pre-factor.

220

|z) = v221- ﬁc?m 10)201 = Z n) . (4.8)
n=0
In vector notation, |z) can be represented by the 221 x 1 vector
1

1
) = : (4.9)

Step 3: Find the remainders

Next, we apply the modular exponentiation gate f to our state |z), where f is
defined by its action on the basis states:

flz) =1¢" (mod N)) = |n,r),ne{0,....,N—1}. (4.10)
Hence, applying f to |z) yields the state
2
flz)y =) 20[12" (mod 221)). (4.11)
n=0
In vector notation, this yields a superposition of the basis states where the coef-

ficient is now the remainder. This results in the 221 x 1 vector, with the first 16
entries being
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(12,144,181, 183,207, 53,194, 118,90, 196, 142, 157, 116,66, 129, 1,...], (4.12)

which are then repeated periodically.

Step 4: Measure a remainder

Next, we measure one remainder by collapsing the superposition into a smaller
superposition due to a property of quantum computation. Say it measures r =
142, the state that is left over is a superposition of all of the basis states that gave
a remainder of 142 with the coefficient 142. In this case, this is a 221 x 1 vector
with all zeroes except for the 10th, 26th, etc. elements that contain 142. In real
computation, these non-zero terms are unknown since you can only know them
by measuring them and hence collapsing your system into an eigenstate, losing
the information. The only thing really known is that they are all separated by a
period p.

Step 5: Quantum Fourier Transform

To extract the period of the new state, we apply the quantum Fourier transform as
described in (4.7). This results in a superposition of basis states with coefficients
that are periodic across the states. Hence, the probability of measuring each state
gives a periodic function with respect to the Fourier state and which we can plot.
Figure 4.2 shows this for our example parameters.

Probability of Measurement vs State

030 1

025 1

020

015 -

Probability

01D 1

0.05 1

0.00 - U qu L_._Jk_JuLL_

T T T
0 50 100 150 200
State

Figure 4.2: The probability of measuring each basis state after the application
of the Quantum Fourier Transform.
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Step 6: Find p

The fact that this function is periodic implies that the states that yielded that
same remainder also follow a periodic pattern, as one would expect. In order to
make the better guess, the period p needs to be extracted. However, this is not
exactly equal to the period of our probability function. Instead, we make repeated
measurements of the basis states to yield eigenvalues that share a common factor
of %. In this case, p = 16.

Step 7: Make another guess and factorise NV

Finally, with the value of p, we make a better guess. In this case, yielding a value
of p that is usable, however we know that this is not always the case. Hence, for
some numbers N and guesses ¢, this is the point at which one would have to try
again, starting from Step 1 with a different guess g.

However, since our value of p is sufficient, the improved guesses g1 = g% + 1
and go = g% — 1 are:

gL = g% + 1 = 429981697,

1 (4.13)
go = g% — 1 = 429981695,
Then, finding the GCD of N and g;, i € {1,2}, we have
d(N, = ged(221,429981697) = 17,
ged(NV, g1) = ged( ) (4.14)

ged(V, go) = ged(221,429981695) = 13.

Thus,ged(N, g1)-ged(N, go) = 17-13 = 221 = N. Hence, have factorised N = 221
into a product of prime factors, meaning that we have broken the encryption.
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Chapter 5

Conclusion

In conclusion it is clear from the discussions and simulations that both Grover’s
algorithm and Shor’s algorithm provide essential abilities to a quantum computer.

The ability to search through a list underlies most of modern data handling;
the ability to do this in less time than the current, classical case is invaluable
to businesses. Grover’s algorithm has that potential. However, this comes with
some caveats. There are reductions in this speed due to the hardware required
to implement the algorithm, and Grover’s algorithm is restricted to working with
implicit databases.

In a similar sense to Grover’s, the ability of Shor’s algorithm to factorise num-
bers into products of primes is a key step in cryptography and breaking current
modern encryption. New methods of quantum encryption are being developed
due to the flaws in the assumptions they currently employ.

Many predict that quantum computers will take the place of classical com-
puters entirely within the next couple of decades. However, it is more likely
that they will work alongside classical computers as technology has reached a
theoretical limit with the size of the transistor and avoiding quantum tunneling.
The ability to provide security for users through encryption is essential to every
form of modern living from banking to streaming to how businesses protect user
data. However, Shor’s algorithm has many limitations, and is not more efficient
as solving the prime factorisation problem than more recent quantum algorithms.
Despite this, we have seen the potential of prime factorisation algorithms in our
own simulations, and concluding that further development of algorithms could
be one of the major steps in progressing from a classical to a quantum world.
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Acronyms

ASCII American Standard Code for Information Interchange

CSC Compressed Sparse Columns

CSR Compressed Sparse Rows

DOK Dictionary of Keys

GCD Greatest Common Divisor

IBM International Business Machines Corporation
RSA Rivest-Shamir-Adleman

SPA Sparse Accumulator
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